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What can be 
gleaned from our 
digital footprints?

Kosinski, Stillwell & Graepel (2013) Private traits and attributes are predictable from digital records of human behavior. PNAS.



YouTube

https://www.youtube.com/watch?v=4xGsb9MSFgQ

https://www.youtube.com/watch%3Fv=I4ftlpgfd8s


Kosinski, Stillwell & Graepel (2013) Private traits and attributes are predictable from digital records of human behavior. PNAS.



How does it work?

Kosinski, Wang, Lakkaraju & Leskovec (2016) Mining big data to extract patterns and predict real-life outcomes. Psychological Methods.









What is the gender of an 
average hello kitty fan?

Kosinski, Wang, Lakkaraju & Leskovec (2016) Mining big data to extract patterns and predict real-life outcomes. Psychological Methods.





Source: https://www.facebook.com/ads/audience-insights/











Data visible on the surface

Data extracted using
predictive algorithms



How accurate are 
such predictive 
models?



Kosinski, Stillwell & Graepel (2013) Private traits and attributes are predictable from digital records of human behavior. PNAS.



Kosinski, Stillwell & Graepel (2013) Private traits and attributes are predictable from digital records of human behavior. PNAS.



Personality



Predicting Personality from Facebook Likes

Youyou, Kosinski & Stillwell (2015) Computer-based personality judgements are more accurate than those made by humans. PNAS.



Work colleague (.27)

Friend | Cohabitant (.44) 

Family member (.50)

Spouse (.58)

Predicting Personality from Facebook Likes

Youyou, Kosinski & Stillwell (2015) Computer-based personality judgements are more accurate than those made by humans. PNAS.



Are you surprised 
by these findings?

Kosinski, Wang, Lakkaraju & Leskovec (2016) Mining big data to extract patterns and predict real-life outcomes. Psychological Methods.





1954

… mechanical prediction 
will always outperform 
the clinical diagnosis …



What types of data 
can be used to 
reveal your 
intimate traits?













Park, Schwartz, Eichstaedt, Kern, Kosinski, … (2015). Automatic personality assessment through social media language. JPSP

High Openness ->

<- Low Openness



Source: https://www.ibm.com/watson/developercloud/personality-insights.html





Psychological profiling in Marketing





Entourage
Meeting new 
people
Shwayze

etc

Extraverted audience:
Serenity
Computers
Stargate
etc

Introverted audience:

Matz, Kosinski, Nave, Stillwell (2017). Psychological targeting as an effective approach to digital mass persuasion. PNAS.



Extroverted 
Audience

Introverted 
Audience

Extroverted 
Audience

Introverted 
Audience

Matz, Kosinski, Nave, Stillwell (2017). Psychological targeting as an effective approach to digital mass persuasion. PNAS.



Creative aimed at 
Extroverts

Creative aimed at 
Introverts

Matz, Kosinski, Nave, Stillwell (2017). Psychological targeting as an effective approach to digital mass persuasion. PNAS.



Matz, Kosinski, Nave, Stillwell (2017). Psychological targeting as an effective approach to digital mass persuasion. PNAS.



So what?

Kosinski, Wang, Lakkaraju & Leskovec (2016) Mining big data to extract patterns and predict real-life outcomes. Psychological Methods.



The End of Privacy
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Is personalized 
targeting and 

tailoring all bad?
Kosinski, Wang, Lakkaraju & Leskovec (2016) Mining big data to extract patterns and predict real-life outcomes. Psychological Methods.



The End of Privacy









So what?

Kosinski, Wang, Lakkaraju & Leskovec (2016) Mining big data to extract patterns and predict real-life outcomes. Psychological Methods.



Kosinski, Stillwell & Graepel (2013) Private traits and attributes are predictable from digital records of human behavior. PNAS.



AI ‘dreaming’ about faces of homosexual and heterosexual males
Wang & Kosinski (2018). DNNs are more accurate than humans at detecting sexual orientation from facial images. JPSP



Sexual orientation: Classification accuracy vs. the number of facial images per person. 

Wang & Kosinski (2018). DNNs are more accurate than humans at detecting sexual orientation from facial images. JPSP







Your digital footprints reveal much about you
Which enables: 

Better targeting and tailoring in marketing communication
Better Consumer Experience &  Engagement & product fit

But could be also leveraged to:

Manipulate or promote falsehoods

And leads to:

The End of Privacy
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Thank you!

michalk@stanford.edu


